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ABSTRACT

Cyber-attacks continue to impose serious threats to modern digital systems, creating an urgent need
for interpretable and effective methods in detecting intrusions. This study examines the use of network
traffic features to predict cyber intrusions by specifically applying a regression-based quantitative
framework. Using the publicly available NSL-KDD intrusion detection dataset, this study conducted
a quantitative analysis with a total of 125,973 records of network connections that were labeled as
either normal traffic or intrusion attempts. Connection duration, protocol type, number of failed login
attempts, server-side error rate, and connection count were the five chosen network-level features to
capture abnormal network behavior. A binary logistic regression model was employed to estimate the
likelihood for a given network connection to be classified as an intrusion. When evaluating the model
performance, accuracy, precision, recall and a confusion matrix were specifically utilized. The model
achieved an overall accuracy of approximately 90.8%, with high precision and recall for detecting
intrusion attempts. However, it shall be noted that simulated network traffic was used to derive NSL-
KDD dataset as a benchmark dataset. Therefore, the results primarily indicate methodological feasibility
rather than deployment performance in the real-world setting. This indicated that the majority of attack
attempts were identified correctly, while minimizing false alarms. These findings support how the simple
mathematical models may be effective in detecting intrusions in the field of cyber-security and other
applications, while highlighting the importance of transparent and quantitative approaches to intrusion
detection. This study demonstrates that regression-based modeling may be effective in identifying cyber
threats as an interpretable framework in the use of network traffic data.
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INTRODUCTION

How information is stored, transmitted, and accessed
has been fundamentally transformed by the rapid
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expansion of digital infrastructure. With these advances,
unprecedented connectivity and efficiency have been
enabled, increasing the exposure to cyber-attacks. Due
to heavy reliance of modern organizations on networked
systems for financial transactions, communication, and
data storage, they have become attractive targets for
malicious actors. According to recent reports, it has been
emphasized that cyber-attacks are currently growing
both in the perspective of frequency and sophistication
that serious risks have been posed to economic stability,
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national security, and critical infrastructure (1,2). As
a result, it has become a central challenge to develop
effective and reliable intrusion detection mechanisms in
cyber-security research.

As traditional cyber-security systems rely on
signature-based detection in many cases, incoming
network traffic is often compared against a database of
known attack patterns. Even if this approach is effective
for previously identified threats, it is still problematic
to detect novel or evolving attacks that are commonly
referred to as zero-day attacks (3). Due to this limitation,
researchers were motivated to explore methods for
anomaly detections, focusing on identifying deviations
from normal network behavior instead of matching
predefined signatures. Anomaly detection systems target
to develop a model to examine what constitutes normal
activity and flag observations that are significantly
deviant from this baseline as potential intrusions (4).

Anomaly detection techniques are widely used in the
areas, including fraud detection, medical monitoring, and
network security (5). In computer networks, anomalies
may manifest as unusual connection durations, abnormal
traffic volumes, or repeated failed log-in attempts as a
possible signal for malicious activity (6-8). Among many
approaches possible to intrusion detection, regression-
based models seem to be the most appropriate due to their
interpretability and mathematical transparency. With
regression techniques, researchers are allowed to directly
assess how individual network features contribute to
intrusion probability (9). Particularly, logistic regression
is the best suited for binary classification problems since
outcome may turn out to be either normal traffic or an
intrusion attempt. Logistic regression provides an insight
into which aspects of network behavior are correlated
with abnormal activity the most strongly by estimating
coefficients for each predictor (10).

According to prior studies, intrusion detection
systems have been extensively explored using machine
learning and artificial intelligence techniques, such as
neural networks and support vector machines (11). These
methods often achieve high predictive performance.
However, many studies still emphasize algorithmic
complexity over mathematical interpretability. In
addition, system architecture or implementation
challenges are underscored by a few studies without
presenting a clear quantitative framework that may be
easily reproduced or analyzed (12). Although many
studies conducted for the analysis of intrusion detection
used complex machine-learning algorithms, relatively
few studies focused on interpretable statistical model to
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clearly quantify how particular network traffic features
affect probability of intrusion. Therefore, mathematically
transparent regression-based approaches still remain
underrepresented in the literature of intrusion detection.
Furthermore, the importance of selecting meaningful
network-level features, including connection duration,
protocol type, failed authentication attempts, and error
rates has been highlighted by several surveys and
technical reports. However, how these variables jointly
influenced intrusion likelihood has not been much
researched through a quantitative framework (6, 11). As
a result, there is a need for studies to apply well-defined
network features into a quantitative framework while
maintain predictive performance.

To address this literature gap, this study develops
a logistic regression model to detect cyber intrusions
by using selected network traffic features from the
simulated NSL-KDD dataset. The goal is to evaluate
whether a simple and interpretable regression framework
can achieve strong performance for classification, while
maintaining transparency in how individual features
in the network contribute to intrusion detection. With
focus on a limited set of interpretable network features,
this study concentrates on clarity, reproducibility, and
quantitative rigor. The goal of this study is not to replace
advanced machine learning systems but to show how
even a simple quantitative framework may achieve high
detection accuracy when combined with carefully chosen
features and an optimized decision threshold (13). This
study particularly seeks to answer the research question
about how accurate it is to use network traffic features
to predict whether a network connection shows an
intrusion attempt through a regression-based quantitative
model. This study hypothesizes that logistic regression
framework conducted by using selected network traffic
features will achieve higher accuracy in classification
than a baseline random classification model.

METHODS AND MATERIALS

Data Source

In this study, the NSL-KDD intrusion detection
dataset, a widely used benchmark dataset in the field
of cyber-security research, was used. Specifically, the
KDDTraint+ subet of the NSL-KDD dataset was used
for developing a model. This subset contained 125,973
labeled network connecting records that each showed
either normal traffic or an intrusion attempt. There were
no personal identifiers or human subject data in the
dataset that was obtained from an academic repository
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and imported into spreadsheet software for analysis.
Each observation in the dataset indicated a single
network connection that was described by many network-
level features. A subset of features was specifically
selected in this study for the purpose of interpretability,
while aligning with anomaly detection theory. These
chosen features captured temporal, protocol-level, and
error-based characteristic of network behavior.

Study Design

This research employed a quantitative, observational
study design through secondary data. An individual
network connection was the unit of the analysis in this
study. The main objective was to predict whether a given
connection indicated an intrusion attempt according to
observable network traffic features. The outcome was
binary that made the study suitable for regression-based
modeling in the data analysis.

Variables

Intrusion status coded as a binary outcome with 0
being normal network traffic and 1 being an intrusion
attempt was the dependent variable used in this study.
The independent variables included the following five
network-level features: connection duration, protocol
type, number of failed login attempts, server-side error
rate, and connection count. Connection duration indicated
the length of time when a connection remained active.
Protocol type showed whether the connection used TCP,
UDP, or ICMP. Number of failed login attempts captured
authentication anomalies. Server-side error rate reflected
abnormal communication behavior. Lastly, connection
count measured recent traffic volume to the same host.

Aforementioned variables were specifically chosen
since prior research indicated how they were strong
indicators of abnormal or malicious network activity.

Data Preparation

Raw text files were first converted into a tabular
format that was comparable with spreadsheet analysis.
Categorical variables, including protocol type, were
then numerically encoded so that intrusion was included
in the regression model. Protocol type was encoded
using dummy variables that indicated TCP, UDP, and
ICMP connections. Continuous variables, including
connection duration, error rate, and connection count
were standardized before performing regression analysis
to ensure comparable scaling across predictors. The
intrusion models were transformed into a binary outcome
variable. For these selected features, it was ensured
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that there were no missing values, and no additional
imputation was required.

Mathematical Model A binary logistic regression
model was specifically used to estimate the probability
where a network connection indicated an intrusion.
Logistic regression model was appropriate as it modeled
the relationship between a set of predictor variables and
the probability of a binary outcome. The model was
expressed as follows:

Logit (p) =1In (%)

= By + p\ (Duration) + [, (Protocol) +
Ps (FailedLogin) + f4(ErrorRate) +
s (ConnectionCount)

Regression coefficients were estimated using
maximum likelihood estimation. Odds ratios were
computed to interpret the strength of association between
each predictor and the probability of intrusion detection.

Model Evaluation

Model performance was assessed according to
accuracy, precision, and recall, along with a confusion
matrix to summarize outcomes of classification. In
addition, receiver operating characteristic (ROC)
analysis was performed, while calculating the ROC curve
(AUC) to provide a threshold-independent evaluation of
classification performance. These metrics were selected
for the purpose of assessing both overall predictive
performance and the balance between false positives and
false negatives as a critical component in the context of
cyber-security.

RESULTS

In the data analysis, a total of 125,973 network
connection records from the NSL-KDD dataset were
included. Each observation indicted a single network
connection that was labeled as either normal traffic or
an intrusion attempt. As the dataset contained a great
amount of intrusion instances, the regression model
was used to evaluate both normal and malicious traffic
patterns. Five network-level features, namely; connection
duration, protocol type, number of failed login attempts,
server-side error rate, and connection count, were used
as predictors in the model with binary classification.

Overall Model Performance
According to the logistic regression model, there was
a strong overall performance in distinguishing between
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normal network traffic and intrusion attempts. Applying
a classification probability threshold of 0.50, the model
indicated an overall accuracy of around 90.8%. This
indicated how the majority of network connections were
classified correctly. This high level of accuracy suggested
that a substantial amount of information was contained
by the selected network features as relevant to intrusion
detection, even when analyzed through a relative simple
quantitative framework.

Confusion Matrix Results

This study further examined model predictions
through a confusion matrix that summarized the
number of correct and incorrect classifications for each
class (Figure 1). A total of 64,144 normal connections
were identified by the model as normal traffic (true
negatives), and a total of 50,229 intrusion attempts were
identified as intrusions (true positive). However, a total
of 3,199 normal connection were classified incorrectly as
intrusions (false positive), while a total of 8,331 intrusion
attempts were classified incorrectly as normal traffic
(false negatives).

These findings suggested that the model turned out

Normal -

Actual Class

Intrusion

Intrusion

Normal

Predicted Class

Figure 1. Confusion matrix summarizes classification
results of the logistic regression model that is applied to
the NSL-KDD dataset (n=125,973). True positives show
correctly detected intrusion attempts, while false positives
show normal traffic that is incorrectly flagged as attacks.
The classification threshold was set to be 0.50.
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to be effective in identifying both cases with a higher
reported rate of correct classification for normal traffic
relative to intrusion attempts. With the presence of
false negatives, it was highlighted that there exists the
challenge of detecting all malicious activity. However,
the relatively small number of false positives indicated
how the model did not excessively flag good traffic as
malicious.

Precision and Recall

In order to further evaluate the performance of
classification, both precision and recall were calculated
for the intrusion class (Figure 2). It turned out that
precision for intrusion detection was around 0.94.
This means that, about 94% of the time, the model
correctly predicted a connection to be an intrusion. This
high precision rate reflected a low false-positive rate,
suggesting that the relatively few unnecessary intrusion
alerts were generated by the model.

It also turned out that recall for intrusion detection
was around 0.86. The recall value of 0.86 represents
that 86% of actual intrusion attempts were identified
correctly by the model. Even if several intrusion events
were missed, the recall value indicated how the majority
of malicious connections presented in the dataset were
captured by the model. Taken together, these metrics
indicated how a balanced performance was achieved
the model, detecting most intrusions, while still
maintaining a low rate of false alarms. The Fl-score

Score

Precision Recall

Figure 2. Precision and recall metrics for detecting
intrusion in the use of the logistic regression model on
the KSL-KDD dataset. Precision shows the proportion
of correct predicted intrusions, while recall shows the
proportion of correctly identified actual intrusion attempts.
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was calculated as the harmonic mean of precision and
recall as approximately 0.90. This indicates the balanced
classification performance between detecting intrusions
and minimizing false alarms.

Feature-Level Patterns

The primary focus of this study was not on the
regression coefficients. However, observable patterns in
the chosen features supported the predictive performance
of the model proposed in this study (Figure 3). For
example, connections with higher numbers of failed
login attempts and elevated server-side error rates were
often classified as intrusions. Similarly, there was an
increased likelihood of malicious activity associated
with higher connection counts to the same host, and this
was consistent with known network scanning and attack
behaviors. Furthermore, protocol type also contributed to
the differences of classification since intrusion attempts
were more commonly associated with certain protocols
than normal traffic.

Connection Count

Error Rate

Failed Logins

Protocol Type

Duration

0.0 0.2 0.4 0.6 0.8
Relative Importance

Figure 3. Relative contribution of selected network traffic
features to the logistic regression intrusion detection
model. Features include protocol type, connection
duration, failed login attempts, server-side error rate, and
connection count.

DISCUSSION

This study demonstrates the potential of network
traffic features to predict intrusion attempts within
a scope of controlled benchmark dataset. With a
limited set of interpretable network-level variables,
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high classification accuracy was achieved the logistic
regression model. This supported the hypothesis
established in this study that quantitative modeling may
enhance intrusion detection without complex or opaque
algorithms. These findings also support the value of
mathematically transparent approaches in the field of
cyber-security, especially for educational contexts where
interpretability is important.

According to the strong performance of the model
proposed in this study, the relevance of specific
network indicators was highlighted in identifying
abnormal behaviors. Seeing as how features related to
authentication failures, error rates, and traffic volume
were particularly informative, they reflected how known
characteristics of malicious activity, such as brute-force
attacks and network scanning may be identified by such
features. With the high precision reported in the model,
a low rate of false positives was indicated as a critical
component for maintaining trust in intrusion detection
systems, while avoiding alert fatigue among security
analysts. At the same time, according to the model’s
recall, it was suggested that the majority of intrusion
attempts were successfully identified, even if some
attacks remained undetected.

The trade-off between false positives and false
negatives is important when considering the applications
in cyber-security. With minimized false positives,
unnecessary alerts may be reduced. At the same time,
false negatives may be more costly since data breaches
or system compromise may be caused by undetected
intrusions. The results in this study suggest how a
reasonable balance between these two error types may
be achieved by a regression-based model. Furthermore,
a practical mechanism may be provided by adjusting the
classification threshold in tailoring detection behavior to
particular priorities in security.

Several limitations need to be considered when
interpreting the findings. First, the NSL-KDD
dataset shows simulated benchmark data instead of
contemporary real-world network traffic. Second, a
single logistic regression model was used for the analysis
with a limited set of predictors. This may not capture
all relevant attack characteristics. Third, the absence of
cross-validation or separate training and testing datasets
may generate the risk of over-fitting although the dataset
provides labeled instances. Lastly, the study did not
provide the comparison between the regression model
used in the analysis with alternative machine learning
algorithms that may provide additional performance
benchmarks.
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CONCLUSION

This study used a logistic regression modeling
framework and examined the effectiveness of selected
network traffic features to detect cyber intrusions. With
publicly available intrusion data and a small set of
interpretable network-level variables, this study proposed
a logistic regression model to achieve high predictive
accuracy. This demonstrated how meaningful intrusion
detection may be achieved without applying highly
complex algorithms. The findings in this study supported
the hypothesis that network traffic features, including
connection duration, protocol type, failed login attempts,
error rates, and traffic volumes were strong predictors of
abnormal traffic-related behaviors.

With mathematical transparency and reproducibility,
this study underscores the value of simple quantitative
framework in the field of cyber-security research
and education. Even if the analysis in this study was
based on a benchmark dataset, the findings suggest
how regression-based approaches may be effective in
identifying and interpreting intrusion detection. It is
recommended for future study to extend this framework
by applying more features or assessing performance in
the real-world network data.
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