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ABSTRACT

The proliferation of fake news across online platforms poses a growing challenge to information
integrity and public trust. Traditional fact-checking mechanisms are often too slow to counteract the
viral spread of misinformation. As a result, automated approaches using machine learning have emerged
as effective tools for distinguishing between legitimate and fabricated news articles. This study applies
supervised machine learning techniques to classify news content using the ISOT (~44,898 articles) and
LIAR (12,836 statements) benchmark datasets. Feature extraction was performed using Term Frequency-
Inverse Document Frequency (TF-IDF) and n-gram analysis (unigrams and bigrams). Five classical
algorithms were evaluated: Logistic Regression, Naive Bayes, Support Vector Machines (SVM), Decision
Trees, and Random Forests. Model performance was assessed using accuracy, precision, recall, F1-
score, and AUC. On the ISOT dataset, Random Forest achieved the highest accuracy of 0.998, followed
by SVM and Decision Tree at 0.996, Logistic Regression at 0.993, and Naive Bayes at 0.949. On the
LIAR dataset, accuracies ranged from 0.571 (Decision Tree) to 0.628 (Logistic Regression). The results
demonstrate that classical machine learning models, coupled with robust text representation techniques,
can effectively detect misinformation on structured full-article datasets like ISOT while maintaining
transparency and scalability, though performance drops significantly on short-claim datasets like LIAR
due to structural differences.
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INTRODUCTION

The rapid expansion of social media and digital
journalism has made information more accessible than
ever (1). Still, it has also facilitated the spread of fake
news, fabricated content designed to mislead readers or
manipulate public perception (2, 3). Fake news has been
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linked to political polarization, erosion of trust in media,
and the amplification of social divisions (4). Unlike genuine
news reporting, fake articles often rely on sensationalist
language, emotional framing, and unverified claims (5).
Detecting such misinformation manually is infeasible at
scale, motivating the use of automated detection systems
based on machine learning (6).

Machine learning methods excel at identifying subtle
statistical and linguistic cues that differentiate real
from fake content (7-10). Prior studies have achieved
remarkable accuracy, often above 95% using algorithms
such as Logistic Regression, Support Vector Machines,
and Naive Bayes when trained on curated datasets (11).
By transforming textual content into numerical features,
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models can learn patterns indicative of deception, biased
phrasing, or factual inconsistency (12-15). Unlike
deep learning methods, which require large datasets
and substantial computational power, traditional ML
approaches are interpretable, lightweight, and easily
adaptable to new domains (16).

This research, therefore, focuses on developing
and evaluating classical supervised machine learning
models for fake news detection (17). Through rigorous
experimentation using TF-IDF features and various
classifiers, the study aims to identify the optimal balance
between performance and explainability.

METHODS AND MATERIALS

Dataset and Preprocessing

The research utilizes the ISOT Fake News Dataset,
which comprises 44,898 labeled news articles (~21,417
true articles from Reuters and ~23,481 fake articles
from various flagged sources) categorized as real or
fake. Articles were primarily collected from 2016 to
2017, with a focus on political and world news topics.
The LIAR dataset consists of 12,836 short, manually
labeled factual claims (statements) from PolitiFact.
com, rather than full news articles, representing a
different data structure (micro-statements vs. complete
articles). Before modeling, the data undergoes a series
of preprocessing steps to remove noise and ensure
consistent representation (Figure 1).

Text preprocessing involved converting all text to
lowercase, removing punctuation, stopwords (using
scikit-learn’s English stopword list), and special
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Figure 1. Distribution of text lengths for fake and true
news articles in the ISOT dataset, illustrating differences
in average length and frequency distributions (sample
size: 44,898 articles).
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characters, and applying lemmatization (using
NLTK’s WordNetLemmatizer). Tokenization was
performed using the default tokenizer in scikit-learn’s
CountVectorizer and TfidfVectorizer. No semantic
embeddings or deep NLP methods were employed; the
approach focused on frequency-based representations
(18). The dataset was split into training and testing
subsets using an 80:20 ratio.

Feature extraction is conducted using TF-IDF
vectorization and CountVectorizer with n-grams
(unigrams and bigrams) to capture local linguistic
patterns (19). These methods represent each document
as a weighted vector of word frequencies, emphasizing
distinctive terms across the corpus (20). The resulting
feature matrix provides a robust numerical foundation
for machine learning algorithms.

Machine Learning Models

Five classical supervised learning algorithms were
implemented and compared using the scikit-learn
library (version 1.3 or the latest stable release available
at the time of experimentation). Logistic Regression
was used as a baseline linear model well suited for
binary text classification, modeling the probability
of class membership through the logistic function
and optimized with L2 regularization, where the
regularization parameter (C) was evaluated in the range
([0.1, 1, 10]) and the optimal value was (C = 1.0). Naive
Bayes (MultinomialNB) was employed as a probabilistic
classifier based on Bayes’ theorem, particularly effective
for high-dimensional sparse text representations derived
from word frequencies. A Support Vector Machine
(SVM) with a linear kernel was used to maximize the
margin between classes in high-dimensional feature
space; the regularization parameter (C) was similarly
tested in ([0.1, 1, 10]), with an optimal value of (C = 1.0),
providing strong generalization performance. A Decision
Tree classifier was included as a non-parametric model
that constructs hierarchical decision rules based on
feature thresholds, offering interpretability at the cost of
increased susceptibility to overfitting. Finally, a Random
Forest classifier was implemented as an ensemble method
combining multiple decision trees to reduce variance
and improve predictive accuracy, with the number of
estimators evaluated in ([50, 100, 200]) and an optimal
configuration of 100 trees with no maximum depth
constraint.

Each model is trained using the preprocessed TF-IDF
features. Hyperparameter tuning is performed via grid
search and k-fold cross-validation to identify optimal
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configurations for parameters such as regularization
strength (C), kernel type, and tree depth. The models
are implemented using the scikit-learn library in Python,
ensuring reproducibility and transparency.

Evaluation Metrics

Performance is assessed using accuracy, precision,
recall, and Fl-score, with a focus on minimizing false-
positive cases where legitimate news is misclassified as
fake. A confusion matrix is constructed for each model to
visualize classification outcomes, and Receiver Operating
Characteristic (ROC) curves with Area Under the Curve
(AUC) values are used to evaluate discriminative ability.
Cross-validation ensures that results generalize beyond a
single train-test split.

RESULTS

The results indicate that Logistic Regression and
Linear SVM achieved high accuracy and stability on the
ISOT dataset when trained on TF-IDF features. Random
Forest attained the highest accuracy of 0.998 on ISOT
(Figure 2 and Table 1). On the LIAR dataset, performance
was considerably lower across all models (Figure 8),
likely due to the short length and different structure of
the statements (6). The Naive Bayes classifier typically
performs slightly lower (93-95%) but provides rapid
training and strong interpretability. Random Forests may
perform competitively but with a higher computational
cost, while Decision Trees are shown to overfit due to
data sparsity.
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Figure 2. Different machine learning models and their
respective accuracies, with Random Forest having the
highest accuracy (99.8%) for the ISOT Dataset (44,898
articles).
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Table 1. Accuracy of the different models on the Information
Security Office of Technology, ISOT, (~44,898 articles) and
LIAR (12,836 statements) datasets.

Model Accuracy ISOT  Accuracy LIAR
Logistic Regression 0.993 0.628
Naive Bayes 0.949 0.623
Support Vector 0.996 0.626
Machine (SVM)

Decision Tree 0.996 0.571
Random Forest 0.998 0.625

Model comparisons will be summarized through
accuracy tables and ROC curves. It is shown that
combining TF-IDF with n-gram features will
significantly improve performance relative to simple
bag-of-words representations, demonstrating the strength
of statistical text modeling in detecting misinformation
(Figure 3).
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Figure 3. Precision and recall matrices in different models
for the ISOT Dataset (44,898 articles). Random Forest has
the highest area under the curve (AUC) of 1.

DISCUSSION

The expected findings reinforce the potential of
classical machine learning techniques for scalable fake
news detection. Despite the popularity of deep learning,
this research demonstrates that simpler models, when
paired with robust text representation, can achieve
comparable accuracy while remaining interpretable and
computationally efficient. Logistic Regression and SVM
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models, in particular, offer consistent performance across
datasets and minimal overfitting risk, making them ideal
for real-time deployment (Figure 4).
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Figure 4. Confusion matrix of the best model (Random
Forest) for the ISOT (44,898 articles), where it predicted
an accuracy of 8953, and it only missed about 23, which
demonstrates strong performance.

Interpretability remains a central advantage of
classical approaches. Coefficients in Logistic Regression
and feature importance scores in Random Forests
can help identify key linguistic patterns, such as
emotionally charged adjectives or sensationalist verbs,
that differentiate fake from legitimate articles. These
insights not only enhance transparency but also support
media literacy and public understanding of the dynamics
of misinformation (Figure 5).
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Figure 5. Area under the curve of the best model (Random
Forest) for the ISOT Dataset (44,898 articles), where it has
a true positive rate of around 100%.
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Random Forests reduce variance by averaging over
multiple decision boundaries, avoiding the overfitting
prominent in decision trees alone. Transformer
architectures, by contrast, excel by contextualizing
words in both directions and capturing nonlocal
dependencies, a key capability for distinguishing subtle
indicators, sarcasm, or coordinated deception. Very high
accuracy on ISOT but significant failure on LIAR points
to deep model sensitivity to input structure and class
balance. Models trained on full-length news fail to adapt
to microtexts, exposing the need for hybrid systems and
possibly domain-adaptive training (Figure 6).
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Figure 6. The top 10 feature importance of the Logistic
Regression model during training. The model decides
to base it on the most important feature through their
coefficient values.

Stylistic cues, such as emotive language, repetition,
or attribution, supplement factual assessment, illustrating

the convergence between linguistic, psychological,
and algorithmic analysis. Real-world deployment
must contend with adversarial attacks, evolving

misinformation tactics, domain drift, and the necessity
for low-latency processing (Figure 7).

Nevertheless, limitations exist. Frequency-based
models depend heavily on lexical patterns and may
struggle with nuanced semantic deception or multilingual
data. Future research should integrate semantic
embeddings, topic modeling, or multimodal inputs
(e.g., images, metadata) to enhance detection accuracy.
Moreover, ethical considerations around dataset bias,
fairness, and potential censorship must be addressed as
these systems evolve. Automated systems must balance
accuracy with the harms caused by false positives,
respect for free expression, and regulatory requirements.
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Figure 7. The left word cloud consists of the most frequent
words from a fake article for the ISOT Dataset (44,898
articles). On the right world cloud, it consists of the most
[frequent words from a true article.

The high performance on the ISOT dataset (very
high accuracies for several models) should be interpreted
with caution. Potential overfitting may occur due to the
structured nature of full news articles, repetitive stylistic
patterns in fake sources (e.g., sensational language), or
minor feature leakage. The significant performance drop
on LIAR highlights sensitivity to input structure: models
trained on long articles struggle to generalize to short
claims.

These findings align with prior studies where classical
models with TF-IDF often achieve 95-99% accuracy on
ISOT but lower results on short-text benchmarks like
LIAR (6, 7, 11).

Ethical considerations include potential political
bias in the ISOT sources (heavy focus on U.S.
politics 2016-2017), risks of false positives leading to
censorship concerns, subjectivity in fake news labeling
(crowdsourced/flagged sources), and the need for fairness
audits in deployment (Figure 8).
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Figure 8. The accuracy of the models on the ISOT dataset
(44,898 articles) and the LIAR benchmark dataset (12,836
statements). The LIAR benchmark dataset struggles when
the text is too short, but it is useful for data comparison.
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CONCLUSION

This study evaluated classical supervised machine
learning models for fake news detection using TF-IDF
and n-gram features on the ISOT and LIAR datasets.
Random Forest provided the highest accuracy on ISOT
(0.998), while Logistic Regression and SVM offered the
best trade-off between performance, interpretability, and
computational efficiency. The substantial performance
gap between the two datasets underscores the importance
of domain-specific and text-length-adaptive approaches.
By demonstrating that effective misinformation detection
can be achieved without deep learning, this research
underscores the continuing value of foundational
machine learning methods for addressing urgent societal
challenges in the digital information age.

Future research should explore hybrid models
combining classical and deep learning techniques,
incorporate multimodal inputs (e.g., images, metadata),
and develop methods robust to adversarial attacks and
evolving misinformation tactics.
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